


IAM/TDIS Functionality

Section 1:

Employee Portal and Delegated
Admin Console



Section 1 Agenda

1. Texas.gov Digital Identity Solution (TDIS) Employee Portal — Enrollment/Initial Setup

A. Initial enroliment steps that every single user of CAPPS must go through prior to accessing CAPPS
once the IAM solution is live.

2. Self-Service Feature from TDIS Employee Portal
A. Navigating to TDIS employee portal.
B. Self-service actions using Account Settings in TDIS employee portal:
i. Password reset.
ii. Maintain security questions.

iii. Maintain phone number to receive one-time passcodes (OTPs) for multi-factor authentication
(MEA).

C. Forgot Password.
3. Delegated Administrator (DA) Console
A. Navigating to DA Console.

B. DA Actions — account unlocks, password resets and resending enrollment links.



TDIS Employee Portal: Initial Setup

All CAPPS users will receive an initial account enrollment email that contains enrollment
information and instructions (including a link) to complete the employee account setup process.

Texas.gov Digital Identity Solution | Enroll your Account

o no-reply@developers.portal texas.gov
To

Please do not reply to this email. This email account is not monitored.

Hello

The Texas.gov Digital Identity Solution is now available for government employees! This solution provides Multi-Factor Authentication (MFA), password synchronization, and Single Sign-On
(SSO) access so you can securely access available services and systems.

A Texas.gov Digital Identity Solution account has been created for you.
Your user ID is:  test.test@youragency.gov

To access your account, please follow the steps below.

Enroll your Texas.gov Digital Identity Solution Account:

Step 1: Click this link to enroll your account: https://sbx.myaccess.texas.gov/portal/set-password?
froken=YWdlbmN5VXNIcklkPTAWMDEWMDEwN|Ez)mxOYW1IPUJ1cmxlaWdolnVzZXJFbWFpbD1kY

You'll be directed to the Texas.gov Digital Identity Solution application to set a secure password.

Step 2: Once you've set your password, proceed to your organization’s application(s) and log in with your new credentials.
Note: If you experience technical issues enrolling your account, please contact your organization’s support team.

Thank You.




TDIS Employee Portal: Initial Setup

The link within the enrollment email is unique to each CAPPS user and routes the user to a Texas
Digital Identity Solution (TDIS) page requesting them to set their secure password.

* Digital Identity
P-.] Solution

Please set a secure
password.




TDIS Employee Portal: Initial Setup

Once a secure password is setup, the user is routed to the TDIS employee portal to login (with
their agency email and the secure password established in the prior page). Users are then
guided through a few initial verification steps.

+B  An official website of the Texas state government. *B  An official website of the Tex

.. . Digital Identit
Digital Identity gita y
Solution *r— Solution

Success! Texas.gov Digital Identity Verify your email.

Soluti on. A six-digit code has been sent to

. . wrxxxrxrxxxrgh@cpa.texas.gov. If you don't see it,
count is enrolled. You can now login. please check your spam folder.
The Texas.gov Digital Identity Solution allows authorized Texas

government employees to access services and systems.

To get started, sign in with your enrolled employee account.




TDIS Employee Portal: Initial Setup

Once the user is in the TDIS employee portal, they will be guided to set up security questions.
[y

Welcome, Tester

We just have a few short steps to make sure your
experience is safe and convenient.

Set up security questions.

Please choose three security questions so we can verify your

* ‘ identity if there's ever an issue with your account

m



TDIS Employee Portal: Initial Setup

The user must choose three security questions and provide their answers. These questions and
answers can be used as an option for self-service Forgot Password functionality.
9 Sign 0w

Set up security questions.

Please choose three security questions so we can verify your

identity if there's ever an issue with your account.

Question 1
In what city did you meet your spouse/si... v
@
Question 2
A hild, what your f food v
@
Question 3
Who was your childhood hero? v
@




TDIS Employee Portal: Initial Setup

Next, the user is asked to enter and verify a cell phone number. This phone number is used for
multi-factor authentication (MFA) only and must be able to receive text messages (SMS).

o e

Please verify your mobile
phone number.

This will be used to confirm your identity during sign in and for
password recovery.

- g O im0

-

Please verify your mobile
phone number.

e

(== | Verify your phone.
i Other

Skip for now A six-digit code has been sentto 111-111-1111.




TDIS Employee Portal: Initial Setup

Registration is now complete and users are routed to their new TDIS employee portal homepage.

Hello, Test User

My Agencies

©

CAPPS
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TDIS Employee Portal: Initial Setup

After registration is complete, users can launch the CAPPS application by clicking the CAPPS logo
on the My Services page.

* Digital Identity
#=) Solution

My Services

App Name
Steady State - UAT
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TDIS Employee Portal: Self-Service Features

Navigation to the TDIS Employee Portal can be accessed by one of two ways. Use either the:

1) TDIS employee portal URL
2) New Employee Portal tile on the CAPPS on the Employee Self-Service dashboard (HCM SR #27321)

¥ Employee Self Service

Published News/Articles: 3

CAPPS News & Articles

CAPPS Upcoming Downtime 03/05 - 03/07

The CAPPS Recruit OBl Reporting Tool will be intermittently unavailable beginning on Friday, March 5, 2021 at
3:00 p.m. through 4:00 p.m.

= The following Production environments will be unavailable during scheduled maintenance beginning on
™ Sunday, March 7, 2021 at 4:00 a.m. until 12:00 p.m. (noon) for Enterprise Learning Management, Financials
and HR/Payroll
al - CAPPS Production (PRD1)
- CAPPS Reporting (RPT1)
§ This information is also available on FIMX under the System Outages and Holidays Calendar.
Web Site https:/ifmx.cpa.texas.govifmx/calendars/system.php

Source CAPPS Governance & Communications Modified 03/04/2021 3:36FPM

T [ u

My Profile My Performance

Texas.gov Employee Portal
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TDIS Employee Portal: Self-Service Features

The Account Settings are available through the TDIS homepage by clicking the icon in the top right
corner. The round icon above contains the user’s initials.

* Digital Identity
) Solution

Hello, Test User

My Agencies

©

CAPPS
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TDIS Employee Portal: Self-Service Features

The Account Settings page allows users to update the user’s:
* Phonenumberused for the user’s MFA
* Password

* Security questions

Account Settings

To make updates, click Edit
located in the upper right-hand

corner Of the users PrOfiIe, Profile Password & Security \
Password or Security questions
area. EkkkkXk*k* (| ast updated 3/17/2021) \

Security questions EDIT

In what city did you meet your spouse/significant other?

‘ As a child, what was your favorite food or snack?
Emai
Who was your childhood hero?

Phone EDIT
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TDIS Employee Portal: Self-Service Features

The Forgot Password link is available on the CAPPS sign on page.

Op ) Digital Identity
Solution

©

Non-Production

ST LS

- 1 TBEU i (LI s
- i1} ‘M'HJ,M]J&; |




TDIS Employee Portal: Self-Service Features

If the user clicks the Forgot Password link, a series of steps are required to be completed to reset
the password.

1) Enter the email associated with the account.

To reset your
password, please
enter your email.
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TDIS Employee Portal: Self-Service Features

2) The user must choose the method preferred of account verification.

If users did not use a cell phone number or set up security questions, then an email is the
only option available in this step.

* Digital Identity
=) Solution

How would you like
to verify your
account?

O Toxt to **= **
O Email to *****

O Answer Security Questions




TDIS Employee Portal: Self-Service Features

3) If the user chose the email or phone number as the verification method, the user is asked
to enter a one-time six-digit passcode that was sent to that device. If they chose to use
security questions, answering two security questions correctly is required for access.

* Digital Identity
=) Solution

Verify your phone.

A six-digit code has been sent to *** **x
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TDIS Employee Portal: Self-Service Features

4) The user must enter and confirm their new password. Then click Save.

Please enter a new
password.

Enter password

Confirm password
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Delegated Administrator (DA) Console

Delegated Administrators (DA) are able to seamlessly navigate to the DA Console using a new tile
located on the Core Applications dashboard.

¥ Core Applications

Delegated Administration

l gov
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Delegated Administrator (DA) Console

Once the DA Console is accessed, the DA sees a list of users at their agency. The DA can search for
the user that requested assistance. After a user is selected, a series of fields display that are
associated with that user, as well as an Actions button.

Reset password

Details Send Enrollment Link

Unlock user

Agency User ID

Email Address

21



IAM/TDIS Functionality

Section 2:
Agency Support
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Agency Support for TDIS: Employee Portal

The following actions are available to all users in the TDIS Employee Portal:

* Change password

* Add or change a cell phone number for the one-time passcode (OTP)
authentication

 Change or update the security question(s)

Users (employees) may complete these actions on their own, without assistance from a
TDIS Delegated Administrator.

Remember: Any time an employee is able to complete an action in the TDIS Employee Portal,
they should be encouraged to do so.

23



Agency Support for TDIS: DA Console

The following actions are available in the TDIS Delegated Administration (DA) Console:

* I|nitiate password reset email
* Unlock user account

 Resend a new enrollment link to users who did not complete the account
registration process

DAs may complete these actions without assistance from CPA.

24



Agency Support for TDIS: Contacting CAPPS Help

A Delegated Administrator (DA) may find that a question or issue has been raised that
falls into one of the following two categories:

* A user (or DA) has attempted one of the actions covered by the Employee Portal
or the DA Console unsuccessfully

 Some issue not covered by the actions available on the Employee Portal or the
DA Console

If a DA finds that they need additional assistance, they may contact the CAPPS

HR/Payroll Help Desk by email at CAPPS.Help@cpa.texas.gov or by phone at
512-463-CAPP(2277), Option 3 (HR/Payroll).

NOTE: The CAPPS HR/Payroll team can assist delegated administrators (DAs) with all
guestions or issues concerning TDIS.

25


mailto:CAPPS.Help@cpa.texas.gov?subject=DA%20Assistance%20Needed

Agency Support for TDIS: UAT

Two major objectives for TDIS implementation will be achieved during User Acceptance
Testing (UAT):

e Script execution to ensure that functionality is behaving as expected.

* Each agency will determine how support will happen specific to it, including
business processes and procedures for its own TDIS help desk support.

26



IAM/TDIS Functionality

Section 3:
User Acceptance Testing (UAT)
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UAT Expectations

Important Dates:

* Two UAT kick-off sessions will be held on:
o April6 — 1:30 p.m.
o April 7 —9:30 a.m.
* UAT registration and testing begins April 12.
e Six weeks of UAT — from April 12 through May 21.
* UAT acknowledgment is due by May 21.
* Go-LiveisJune 7.
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UAT Expectations

Agency Actions:

* Designate a UAT coordinator via the SR ticket in Production ASP by close of
business (COB) on April 1.

* Confirm agency delegated administrators and request the new the role via Security
Request System (SRS) by COB April 5.

o Therole to requestis: TX_SC_IAM_DELEGATED ADMIN
o Alist of current users with the password reset role will be attached in ASP.

 Complete required test scripts within the first two weeks of UAT and the suggested
scripts during Week 3 through Week 6.

o A spreadsheet of required and suggested test scripts will be attached in ASP.
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UAT Expectations

Agency Communications:

* All communications must go through the SR ticket in Production ASP.
 Weekly Progress updates are due in the SR ticket by COB each Thursday.

* Log each Issue identified during UAT in ASP to the issue can be tracked, validated
and resolved by the CAPPS team.

30



Thank You!

Presenters:
* Daryn Burleigh
* Chelsa Vinklarek
] AY [

Please send any questions or concerns to the CAPPS Communications

team at: CAPPS.CGC.ba@cpa.texas.gov

CAPPS

Identity Access Management


mailto:CAPPS.CGC.ba@cpa.texas.gov%20?subject=CAPPS%20IAM%20TDS%20Presentation
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